::: THIS ARCHIVE FILE IS STILL BEING EXAMINED BY WIKILEAKS. ::: 

::: IT MAY BE RELEASED IN THE NEAR FUTURE. WHAT FOLLOWS IS ::: 

AN AUTOMATICALLY GENERATED LIST OF ITS CONTENTS: : : : 

. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/ 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Binaries/ 

. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Binaries/Cricket -32 . dll 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Binaries/Cricket-32 . exe 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Binaries/Cricket-64.dll 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Binaries/Cricket-64. exe 
. /20l2-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Binaries/Grasshopper-32 . dll 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Binaries/Grasshopper-32 . exe 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Binaries/Grasshopper-64. dll 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Binaries/Grasshopper-64.exe 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/build_cricket . py 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/build_grasshopper . py 
. /20l2-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/decode_log . py 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/gen_uuid . py 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/grasshopper/ 

. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/grasshopper/builder . py 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/grasshopper/catalog . py 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/gr asshopper /codes . py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/facts/ 

. /2012 - 07 -30_08- 54 - 08_g r asshopper_l. 0_phasel/Bin/gr asshopper /fact s/dir ectory. py 
. /2012 - 07 - 30_08- 54 -08_gr asshopper_l. 0_phasel/Bin/gr asshopper /fact s/file . py 
. /2012 - 07 - 30_08- 54- 08_grasshopper_1.0_phasel/Bin/grasshopper/f act s/grasshopper . py 
. /2012 - 07 -30_08- 54 - 08_g r asshopper_l. 0_phasel/Bin/gr asshopper /fact s/network . py 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/grasshopper/f acts/os . py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/facts/param. py 
. /2012 - 07 - 30_08 - 54 - 08_gr asshopper_l. 0_phasel/Bin/gr asshopper /fact s/process . py 
. /2012 - 07 - 30_08 - 54 -08_gr asshopper_l. 0_phasel/Bin/gr asshopper /fact s/reg_key. py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/facts/reg_value. py 

. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/grasshopper/facts/ init . py 

. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/grasshopper/modules . py 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/grasshopper/obf uscate . py 
. /2012 - 07 - 30_08 - 54 -08_gr asshopper_l. 0_phasel/Bin/gr asshopper /pypar sing . py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/result . py 
. /2012 - 07 -30_08- 54 - 08_g r asshopper_l. 0_phasel/Bin/gr asshopper /rule . py 
. /2012 - 07 -30_08- 54 - 08_g r asshopper_l. 0_phasel/Bin/gr asshopper /rule_libr ary . py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/shared/ 

. /2012-07-30_08-54- 

08_grasshopper_l. 0_phasel/Bin/grasshopper/shared/complex_string . py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/shared/fields . py 
. /2012-07 -30_08- 54- 08_gr as shoppe r_l . 0_phasel/Bin/gr as shopper/ shared/ iso_date . py 
. /2012 - 07 -30_08- 54 -08_gr asshopper_l. 0_phasel/Bin/gr asshopper /shared/log . py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/shared/multi_byte. py 
. /2012 - 07 -30_08- 54 -08_gr asshopper_l. 0_phasel/Bin/gr asshopper /shared/pefile . py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/shared/resmanip. py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/shared/symbol_table. py 

. /2012 - 07 -30_08- 54 -08_gr asshopper_l. 0_phasel/Bin/gr asshopper /shared/ init . py 

./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/grasshopper/ init . py 

. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/ 

. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/Bermuda/ 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Modules/Bermuda/bermuda. py 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Modules/Bermuda/Bermuda.xml 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/Bermuda/PM-SchTaskExe- 
32 . dll 

. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/Bermuda/PM-SchTaskExe- 
64 . dll 



./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Modules/Bermuda/Stub-SchTaskExe- 

Disk-32.exe 

./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Modules/Bermuda/Stub-SchTaskExe- 

Disk-64.exe 

. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/Bermuda/Stub-SchTaskExe- 
Memory-GHl-32.exe 

./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Modules/Bermuda/Stub-SchTaskExe- 

Memory-GHl-64.exe 

./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Modules/common/ 

. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Modules/common/PM- Regis try -32 . dll 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/common/PM- Registry -64 . dll 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Modules/common/Stub-GenericExe- 
Disk-32.exe 

./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Modules/common/Stub-GenericExe- 

Disk-64.exe 

. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/common/Stub-GenericExe- 
Memory-GHl-32.exe 

./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Modules/common/Stub-GenericExe- 

Memory-GHl-64.exe 

./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Modules/Crab/ 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Modules/Crab/crab-64. rule 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/Crab/crab . py 
. /20l2-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Modules/Crab/crab . rule 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Modules/Crab/Crab . xml 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/Crab/Stub-ServiceExe-Disk- 
32.exe 

. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Modules/Crab/Stub-ServiceExe-Disk- 
64.exe 

./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Modules/Crab/Stub-ServiceExe- 

Memory-GHl-32.exe 

. /20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Modules/Crab/Stub-ServiceExe- 
Memory-GHl-64.exe 

./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Modules/Null/ 

. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Modules/Null/null . py 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Modules/Null/Null . xml 
. /20l2-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Modules/Null/PM-Null-32 . dll 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Modules/Null/PM-Null-64.dll 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Payloads/ 

. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Payloads/assassin/ 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Payloads/assassin/asn-64. rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Payloads/assassin/asn . rule 
. /2012-07-30_08-54- 

08_grasshopper_l . 0_phasel/Bin/Payloads/assassin/assassin_payloads . xml 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Payloads/assassin/extractor . rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Payloads/assassin/launcher-32 . rule 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Payloads/assassin/launcher-64. rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Payloads/assassin/svc- 
extractor . rule 

. /2012- 07- 30_08- 54- 08_grasshopper_l. 0_phasel/Bin/Payloads/assassin/svc- installer - 
32. rule 

. /2012- 07- 30_08- 54- 08_grasshopper_l. 0_phasel/Bin/Payloads/assassin/svc- installer - 
64. rule 

. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Payloads/medusa/ 

./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Payloads/medusa/medusa.xml 

./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Payloads/tommyboy/ 

. /2012-07-30_08-54- 

08_grasshopper_l . 0_phasel/Bin/Payloads/tommyboy/tommyboy_payloads . xml 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/ 

. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/am- admin -32 . rule 



./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Rules/am-admin-64. rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/am-admin . rule 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Rules/avg . rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/avira. rule 
. /20l2-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Rules/dotnet -CLR-2 . 0 . rule 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Rules/eset . rule 
. /20l2-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Rules/f alse . rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/is-32 . rule 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Rules/is-64. rule 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/kaspersky . rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/mcafee-is . rule 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Rules/mcafee-tp. rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/msse . rule 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Rules/no-avg . rule 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Rules/no-avira. rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/no-eset . rule 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Rules/no-kaspersky . rule 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Bin/Rules/no-mcafee-is . rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/no-mcafee-tp . rule 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Bin/Rules/no-msse . rule 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Rules/no-norton-360. rule 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/no-norton-is . rule 
. /2012- 07 -30_08- 54- 08_grasshopper_1.0_phasel/Bin/Rules/no- rising . rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/no-zonealarm. rule 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/norton-360 . rule 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Rules/norton-is . rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/not- super . rule 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Rules/rising . rule 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Bin/Rules/super . rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/true . rule 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Bin/Rules/zonealarm. rule 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Doc/ 

. /2012-07-30_08-54- 

08_grasshopper_l . 0_phasel/Doc/GHModule_Bermuda_vl . 0_Users_Guide . pdf 
. /20l2-07-30_08-54-08_grasshopper_l . 0_phasel/Doc/GHModule_Crab_vl . 0_Users_Guide . pdf 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Doc/GHModule_Null_vl. 0_Users_Guide . pdf 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Doc/Grasshopper_vl . 0_Admin_Guide . pdf 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Doc/Grasshopper_vl. 0_Users_Guide . pdf 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Doc/SDK/ 

. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Doc/SDK/Blank_Catalog . xml 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Doc/SDK/CONTENTS 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Doc/SDK/PM- Blank/ 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Doc/SDK/PM-Blank/inc/ 

. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Doc/SDK/PM-Blank/inc/ghExport . h 
. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Doc/SDK/PM- Blank/module . cpp 
./2012-07-30_08-54-08_grasshopper_1.0_phasel/Doc/SDK/PM-Blank/PM-Blank. sin 
. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Doc/SDK/PM-Blank/PM- Blank . vcxproj 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Doc/SDK/PM-Blank/PM- 
Blank. vcxproj .filters 

. /2012-07-30_08-54-08_grasshopper_l. 0_phasel/Doc/SDK/Python/ 

. /2012-07-30_08-54-08_grasshopper_l . 0_phasel/Doc/SDK/Python/blank . py 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Doc/SDK/README 
. /20l2-07-30_08-54-08_grasshopper_l. 0_phasel/Src/ 
./20l2-07-30_08-54-08_grasshopper_l.0_phasel/Src/README 



